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efore you can start using USIM Commander, you must first install the pragrdm
also the smart card reader driver software onto your PC. This is a stoaightef
process and should only take a few minutes.

PLEASE REFER TO APPENDIX B FOR THE MINIMUM PC SPECIFICATION

It is important that yowdlo not insert the smart card readeruntil all of the software has
been installed. If you have already inserted the reader, just cancebhbgsdhat appear,
and follow the steps below:

Step 1- Insert the Program CD into the drive

Step 2- Double click on the “My Computer” icon on your desktop

ﬁ

My Computer

Step 3— Double-click on the USIM Commander CD icon
Devices with Removable Storage J

H 32 Floppy (A:) USIM Commander (D:)
CD-R

Scanners and Cameras
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Step 4— Double-click on the file shown:

Step 5— Then double-click on the following file displayed in a group of files:
seb.lp.

The following dialog will be displayed:

Simply click “Next >” following the instructions until the driver softwasanstalled.

NOTE
On some PCs you may be asked to restart the computer.
Please comply with this if asked.

Step 6— Now install the USIM Commander program by clicking on this icon:

USIM Commander
Setup
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This will display the following dialog:

Again, simply click “Next >” following the instructions until the USIM Commande
software is installed.

Step 7— Remove the CD from the drive and store it safely

Step 8- Connect the card reader to your computer using one of the free USB ports. These
ports are located either on the front or back of the main unit if your PC is a desktop, or at
the side if you are using a laptop.

Look for the following symbol and connector type:

The installation is now complete.
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SIM Commander is protected by a digital key. This must be entered the very firs

time you run the software in order to activate it. This is a very simple process, but i
order to complete it you will need to have your licence agreement (supplrethwit
product) at hand.

Your licence agreement contains two pieces of information; a username
and registration key.

IMPORTANT NOTE
Should you ever lose this piece of vital information, simply send an email to
support@quantag.com and request a new one

Carry out the following steps to prepare USIM Commander for use:

Step 1- Start the software by double-clicking on the USIM Commander icon:
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This will cause the following dialog to be displayed:

Step 2 -Simply enter the username exactly as it appears on the licence agfresmdealso
the registration key, which is 20 hexadecimal digits in length. Click on OK whewn. read

USIM Commander checks that the username and registration key are vhlelfs a
problem, the following dialog will appear:

If that should happen please enmipport@quantag.comcluding both the username and
registration key in your email. We may require further information in orderotgeprour
identity if your email address is not already known to us.
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If the username and registration key is valid then the USIM Commander mzen sall
appear, which looks like this:

The product is now ready to use.

The next chapter gets you started by showing you how to use USIM Commander to
communicate with a SIM card via a simple script.
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t is very easy to communicate with any SIM or USIM card using USIM Commande
All you have to do is type some commands into the Script Editor window, and then
execute these commands (a script) against the SIM.

If you have not already done so, please install the software as describagter d, then
start the software for the first time, following the procedure outlined in ahapte

This chapter will additionally check that your card reader is functioning pyoper

With your card reader connected to your PC, remove the SIM card
from the handset (if it is already inserted into one), then place it in
the converter module, supplied with the product. The SIM can
only fit into this module one way, but care must be taken not to
apply too much pressure on the module or the SIM.

Once this is done, insert the module (and SIM) into the card reader,
ensuring the gold contacts on the SIM are facing upwards.
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Now, with the USIM Commander program already running, ensure that theldasbiad
cursor within the Script Editor window. Enter the following script commands into that
window:

Select 3F00
Select 2FE2
ReadBinary

Commands are just keywords that USIM Commander understands, and are tramslated i
actual APDUs sent to the card when the script is executed. The following shggpiato

detail on the various commands available, but for now we are just looking at the process of
creating then executing a script.

Once the commands have been entered, insert a USIM card into the reader,klen clic
the execute button to run the script.

NOTE
If you do not have a USIM card available, you can use a 2G GSM SIM card instead, but you must
add the command “2GMod¢€' as the first command of the script.

After a few seconds (while USIM Commander communicates with the cardyihe m
window should look something like this:

The Execution window (top right) shows the execution (in black) and result (in blue) of
each line in the script. The term ‘OK’ means that the line was understood by USIM
Commander and executed correctly. If any error condition occurs for a partinel

details of the error are also displayed in blue.

The Translated APDU Trace window (bottom right) shows the command APDUs sent t
the card, and corresponding response data received for each command. You may click on
the ‘+’ symbols to expand the tree to see more detailed information if you wish.
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For each card command APDU, if the command was successfully executed amwl thigeca
name of the command APDU will mgeen . If there was any error (i.e. a bad status
response) then the command will appeat.

Some command APDUSs will provide extra informatiominy; for example th&ELECT
command will normally display the file being selected.

If you prefer, you can view the actual raw hex bytes sent to and from the cahdking
on the ‘Raw APDU Trace’ tab (also bottom right window). The resulting windowlauk
similar to this:

Note that all of the data in this window is colour-coded, for ease of reading:

BLUE = Data bytes sent to the card

RED = Data bytes sent back by the card

GREEN- A good status response (SW1 & SW2 bytes)
-) = A bad status response (SW1 & SW2 bytes)

NOTE
You can copy data in this window to the clipboard by highlighting it then pressing CTRL-C. You can
then paste this data into the Script Editor Window (CTRL-V).

Congratulations, you now know how to create then execute a script against any SIM or
USIM card; all you need to know now are all the available script commands...

... the good news is that unlike programming languages, USIM Commander script
language is extremely eaBylearn and the following chapters will show you how!
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he script command language within USIM Commander is easy to learn. A deript fi
just a text file (with file extension ‘.txt’) created using your favoumrte editor, or for
ease, the Script Editor built-in to USIM Commander.

There is no need to save script (by clicking on ) before running it, simplyrtythe script
commands required then click on to execute.

Essentially there are two types of commaradd APDUandControl commands:
(a) Card APDU Commands

These are commands that result in a command APDU being sent to the card, and response
data returned. If you are familiar with ETSI GSM 11.11 or 3GPP TS 31.102 then you wil
be immediately familiar with these commands. Here are a few:

Select
VerifyCHV
ReadBinary
ReadRecord
UpdateBinary
UpdateRecord
Status

You'll quickly notice that the formatting of these command names follow arpattey
are all one word, in lower-case except for the first letter(s).
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Some of the card APDU Commands have no additional parameters, for edatpte
can be entered into the script and executed as is, like so:

Status |

USIM Commander is intelligent enough to request the correct number of bytes (P3
parameter) depending on the previous card response (if any).

TheSelect command requires one parameter, namely the file to be selected. Here is an
example of usin@elect commands to select the Master File, Telecom directory then
ERocr:

Select 3F00
Select 7F10
Select 6F7E

Each of these commands will be executed in order; the parameter in each dagebyta
file ID of the file to be selected (‘3F00’ = MF).

There is an additional ‘special’ script command to allow selection of the U&#dtDry:

SelectUSIMApplication |

This command actually causes a number of card APDUs to be sent, in order to sgtect EF
and then select the AID stored in first record.

If you wish to select AIDs in other records ofggfthen use can use the more general
script command:

SelectApplication <record number of EF(DIR)> |

The following script using th8electUSIMApplication , Select and
ReadBinary commands allows you to retrieve the contents of thee&ord of Efys;:

SelectUSIMApplication
Select 6F20
ReadBinary

Note that for thd&ReadBinary command you do not need to specify the number of bytes
to be read. USIM Commander will if no other parameters are present readlablava
bytes.

(b) Script Control Commands

These commands allow you to control how the script executes. Here are some of the
control commands available to you:
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If

While

Pass

Fail

Goto
ContinueOnBadStatus
2GMode

3GMode

Look closely at the following script to see how thecommand can be used to
conditionally execute a part of the script:

ContinueOnBadStatus
Select 3F00
Select 7F20
Select 6F07

If (GoodStatus = True)

{
ReadBinary

If (GoodStatus = True)
Pass

}
Fail

Here we us&elect commands to select EF(IMSI) on the card. If the file does not exist
or theReadBinary command fails for any reason we usefaé¢ command to signal a
failure scenario and halt the script. If EF(IM8besexist and data can be read from the
file then thePass command halts the script, but this time with a pass scenario.

Now, theContinueOnBadStatus =~ command at the start of the script is required

because by default, USIM Commander will halt automatically if a bad sta¢umeountered
(to make script development easier). By including this command, USIM Commaitider
continue execution, but now you must check status codes in case they are not good.

Another point to note: USIM Commander by default will execute scripts in ‘3G’ mode
This means that the class byte of all APDUs will be ‘00’ or ‘08’ depending on the
command. If you run such a script against a 2G SIM it will fail. For this reasmitha
2GModecommand which tells USIM Commander to use a class byte of ‘A0’ instead.

It is used like so:

2GMode

Select 3F00
Select 7F20
Select 6F07
ReadBinary
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TheWhile command allows you to create loops in the script, to perform a particular
action a number of times. A variable is typically used to control how many tiraesript

is looped. Variables are discussed in detail in the next chapter, but for now hereymihow
can use th&/hile command to read all of the SIM phonebook records from EF(ADN):

Select 3F00
Select 7F10
Select 6F3A

Set $recNum =1
While ($recNum <= $totalRecords)

ReadRecord $recNum
Increment $recNum

The next chapter deals with script variables, which provides real power to yipts.sc
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S with most programming languages there is a requirement to store and ntanipula
data. In USIM Commander we've designed variables to be extremely songde.t

All variables in USIM Commander are prefixed with ‘$’ to make them stand out. Each
variable has its own name. Here are some examples:

$count
$recordNumber
$data
$alphatag
$bitmask

NOTE
Variable names are not case sensitive, so $recordNumber is the same as $RECORDNUMBER

To create a variable within a script, thet command is used, like so:

Set $count =0
Set $name = “John Doe”
Set $data = 02 F4 18 FF FF 00

All variables are stored as a byte array (i.e. one or more hex byte$)abdata can be a
number, raw hex data, or even text. There is no limit to the length of a variable’s data.
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Here is an example of how you can use variables to update an EF on the card:

Set $adminCode = “39846256"
VerifyCHV OA $adminCode

Set $phase = 03
Select 3F00

Select 7F20

Select 6FAE
UpdateBinary $phase

The first two lines are required to allow UPDATE access to EF(Phase) — tleeafode
course will be different between cards so care must be taken to use theaomteeiclr the
card you are working with.

There are some pre-defined variables that you can use in your sksipts a

$responseData The returned GET RESPONSE data from the last Select ¢r
other command where the card has response data to return

$swl The last recorded SW1 status byte

$sw2 The last recorded SW2 status byte

$status The last recorded status word (two bytes)

$fileSize The total number of bytes available to read in the last selgcted
EF

$recordLength The length of each record in the last selected Linear Fixed EF

$totalRecords The total number of records in the last selected Linear Fixed
EF

Here is an example script using some of these variables:

VerifyCHV 1 “1234”

Select 7F20
Select 6FAE
ReadBinary

If ($sw1l !=90)
Fail

If ($fileSize 1= 1)
Fail

Set $expectedData = 03

If ($responseData != $expectedData)
Fail

Pass

The next chapter shows you how to access all of the available script commands so you ca
build all manner of scripts to suit your purposes.
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uantaqg is constantly adding new capability to USIM Commander. For this reason,
rather than constantly updating this User Guide, you can access the corsipiéte |
commands from within the program itself.

In this way you're always kept up with the latest capability, and if youranogs not at
the latest version you can download the latest version from the same place.

To access the latest list, simply, select “User Guide” from the Hatpime
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ecause of the way USIM Commander has been designed, most users will have no

problems installing then operating the software. Life, being as it is hoywweleanean
that some users will encounter problems, and this chapter seeks to assist tispby use
commenting on potential problems that may occur.

The first thing to do is to check that USIM Commander can see the card reader is
connected ok. To do this, click on the ‘Tools — Configure Card Reader...” menu.

USIM Commander will display a list of all the card readers
it can see. Check to see if your reader is present. If it's not
present, repeat Chapter 1 to install the drivers again.

NOTE
USIM Commander will only look for PC/SC compatible card readers, so if your reader was not
supplied by Quantaq, please check with the manufacturer that it is indeed PC/SC compatible.

If the reader is present, check that the card is inserted correctly into theteomamtule,
and then that the converter module with the card is interested into the reader itte corre
way (with the gold contact plate on the SIM or USIM facing upwards).
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If problems persist, contact Quantaq by clicking on the Help | Support menu auaglifilli
as much information as you can.

Alternatively, email us vigupport@quantag.coand we will try to resolve the problem as
quickly as possible.
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* +

n order for USIM Commander to operate, the following is a minimum specification for
the PC to be used.

Pentium or AMD Processor operating at 1GHz
256 Mb RAM

1Gb HDD

CD-ROM Dirive

USB Port
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